Overview of the Civilian and Military EMC
norms

Preamble . ElectroMagnetic Compatibility is both a functional neccessity — equipments must
operate in their intended environment without being disturbed nor causing disturbances to
other devices- and a society requirement: interfering with radio/TV broadcast, radio-
communications and other RF services is illegal and punishable by laws. Since consumers
cannot be easily prosecuted as guilty for using an equipment that is causing interference,
the most efficient way of controlling this EMC situation is to apply stringent limits to
manufacturers, such as the products they put on market will “never” (exceptional situations
accounted) cause interference.

This latter aspect has been the driving force for all the civilian RFI regulations worldwide,
since the 1950-60 era. Similarly, non-interference is a crtitical concern for military systems,
as well as civilian aeronautics & automobiles, because of the severe issues at stake, like
mission failure and flight or driving safety if a radio-communication or navigation device is
jammed. All the same, it would be an unmanageable mess if too fragile (EMCwise)
equipments were put on the market, causing a monumental number of litigations between
unaware consumers and vendors / manufacturers, or cancellations of contracts in the
military trade.

Therefore, over the years, national and international bodies have devised complete series of
emission and susceptibility EMC tests. The same was made in military domain by the various
Departments of Defense. The fundamental difference is that Civilian Regulations are legally
inforced, while compliance to Mil. Standards is a matter of contract fulfillment. In these
Regulations & Standards, each one of the 4 facets of EMC domain (CE, RE, CS,RS) is covered
by specific series of tests. Our twelve articles series is intended to be very practical, aimed
for non-specialists and not heavy on theory. Yet, there are some basic definitions that must
be covered right from the beginning, that will ease the understanding of the whole series.
They will be addressed now.
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Glossary of essential terms and symbols

BCI: Bulk Current Injection

CE, CS, RE, RS: Conducted Emission, Susceptibility, Radiated Emission, Susceptibility

DM, CM: Differential Mode (wire-to-wire), Common Mode (wires vs ground) currents or
voltages

CW: Continuous Wave (most generally sine wave, like a RF carrier)

EUT: Equipment Under Test

BB,NB: BroadBand, Narrow Band : when only one (NB) or many harmonics (BB) are seen by
the receiver.

(N)EMP: (Nuclear ) Electro Magnetic Pulse.

VHF, UHF, SHF: Very High (30-300MHz), Ultra High (300-3000MHz) or Super High (3-30GHz)
Frequencies.

A : Wavelength. In air : A (m) = 300 /F(MHz) w : Angular frequency =2 m F

1. Practical EMC units

Traditionnally, voltage, current and fields are expressed in Volts, Amperes, Volt/meter (E-
field) or Amp/meter (H-field). However, in EMC when dealing with sensitive receivers or
with Emissions testing, these standard units are much too large. So submultiples are used
instead, the most common ones being:

MicroVolt (uV), Micro-Amp (HA), MicroVolt/m (uV/m), Micro-Amp/m (LA/m).

Example: a good FM receiver tuned on a given station has a typical sensitivity of 0.5 to 1uV
on its RF input (antenna socket). Given approximately 0.1Vper V//m for its rod antenna field
conversion, the minimum discernable field by this radio set is: 1uV /0.1=10uV/m.

2. Why decibels?

The Decibel is widely used in EMC community for many reasons:

Specifications levels are most often imposed in dB
EMC hardware (filters, shields etc ..) performances are characterized in dB
Most measuring instruments are scaled in dB

But why is this so? Simply because an EMI situation is often facing a huge dynamic range:
for instance a victim circuit having a sensitivity in the uV or mV range may be confronted
with strong fields or a power transients having amplitudes of kV. This makes 6 to 9 orders of
magnitude to the problem. A logarithmic scaling is much more convenient than a linear one
in such cases. Also, the beauty of dBs is that, thanks to the properties of logarithms, all
multiplications become additions and all divisions become substractions.



By definition, the ratio of two powers is expressed by:

dB=10 Log (P1/P2)
where
P1: power in Watts (or mW) of measured or computed phenomena

P2: reference power in Watts (or mW)

Power is not commonly used in EMC parlance, where amplitudes are more the rule.
However, power is mentioned in RF applications where power amplifiers or Radio
transmitters are used.

The ratio of two amplitudes (Voltages, currents, E field or H field) is expressed by:

dB= 20 Logl10 (A1/A2)
where
Al: amplitude of measured or computed phenomena

A2: reference amplitude



AMPLITUDE RATIO POWER RATIO CORRESPONDING DB

2 4 +6
3.15 10 +10
10 100 +20
100 104 +40
1000 106 +60
0.5 0.25 -6
0.31 0.1 -10
0.1 0.01 -20

Table 1. Broad recap. of the essential Amplitude and Power ratios, and their dB equivalents.

But there is more to this. The Decibel is not just a dimensionless figure used for gain or
attenuation. In EMC, we associate the dB to a unit, in order to express an amplitude. This
way, voltages in UV can be also expressed in dB above 1 pV which writes dBuV, currents in
dBuA and so forth.

Examples:

1uV =0dBuv

100uV = 40dBuV

200uA =2 x 100 UA = ( 6dB + 40dB) above 1uA, that writes 46dBuUA

A 60dBuV RF noise, once passed through a 26dB filter will appear as: 60dBuV — 26dB =
34dBuVv

Notice that we have substracted dB (dimensionless ratio) to dBuV, therefore the result is
dBuV. Speaking in linear terms, we’d have divided a voltage by a number (the filter
attenuation), so the result is a voltage.

When dealing with power, the Watt is often a too large unit, and the practice in radio,
telecom and EMC has been to use the milliWatt, that expresses in dBm:



ImW = 0dBm
10mW= 10dBm

1000mW (or 1 Watt) = 30dBm

Converting dBm into dBuV is possible if we know the impedance where this power is
applied. For instance, into 50Q (the most common impedance in the EMC instrumentation):

0 dBm (or ImW) into 50Q corresponds to 107dBuV (or 223mV)
3. Why frequency domain?

Except for transient pulses like Power line transients, lightning, ESD etc, EMC phenomena
are most often treated in the frequency domain, because:

Most EMC Specifications levels are shown on frequency scales or curves
EMC hardware (filters, shields etc ..) performances are characterized in frequency domain
Most measuring instruments and sensors are scaled in frequency

But why is this so ?

Many calculations ( field reflections, skin effect, transfer functions, resonances, Crosstalk etc
..) are simpler to perform in frequency domain

Many EMI emission problems or measurements end-up in measuring at some discrete
frequencies

For estimating the coupling of a single impulse, simple, quick calculations can be carried
using a sinewave at equivalent frequency (i.e. bandwidth) reciprocal to the pulse risetime

Therefore, in many cases where signals are known by their time waveform, the EMC
specialist will translate them in frequency domain, using Fourier conversion.
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Fig.1 Examples of some time-to-frequency representations.

4. Susceptibility or immunity?

Although one term or the other are often used indistinctly, they are not synonymous. When
testing the vulnerability of an equipment to CW or transients, the susceptibility threshold is
the test level where the equipment is failing. Thus, a Susceptibility test is in fact a checking
that the equipment is immune (not disturbed) for the prescribed level. Having successfully
passed the test does not tell us what is our actual susceptibility level. A prudent practice
during development or pre-qualification testing is to increase the conducted or radiated
stimulus up to reach EUT malfunction (if it happens). Then, and only then can we know our
EMC margin.

Example: Assume our RS requirement is: the EUT must not fail for 10V/m. It passes all right;
but raising the field amplitude, we find some some frequencies where malfunctions occur for
30V/m. This indicates our EMIC margin:

Margin = Actual Susceptibilty level / Required immunity = 30V/m / 10V/m = 3, that is a =
10dB margin

Practically, a 6-10dB immunity margin is a fair value for protecting the manufacturer
against:

measurement uncertainties of the susceptibiliy tests

product aging during its actual life

variations in actual product installations at customers sites

manufacturing variations due to process changes or components tolerances

5. Military EMC requirements



Military and Civilian EMC requirements are built on similar principles. But significant
differences exist in the severity of the limits and certain arrangements of the test set-ups.
The applecore of Mil. EMC tests is the Mil-Standard 461 (currently at rev. F). It is one of the
most widely used EMC tri-service standard, applied by Army, Navy and Air Force in the
majority of nations. And the time-proven quality of its testing approach has convinced the

civilian aircraft industry and the automobile industry to apply very similar EMC

requirements.
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Fig. 2 Organization tree of Mil-Std 461 ( Rev E or F).

Per the classification principles explained in our former article (Issue 2-2015), the Mil-Std
461 follows the organization tree of Fig.2. One of the many advantages is that it is a fool-
proof check list of all the Emission and Susceptibility tests that are normally performed. Yet,
all the tests of Fig.2 are not necessarily carried, depending on the application of the
equipment, and the service that will use it: Army, Air Force or Navy.

Normally, the manufacturer must provide an EMC Control Plan describing how he will
handle EMC during the design phasis, and an EMC test plan showing how he will validate his
design. Therefore an equipment data sheet declaring the item as “compliant to Mil-Std 461"
has little meaning as long as it is not said which tests have been done and at which levels.

Emission & susceptibility tests set-up

An interesting feature of Mil-461 is that practically a same test arrangement is kept for all
the series of CE, CES, RE, RS tests, the changes being restricted to antenna types, receiver
types and power generators for CW or Pulse excitation. Tests are carried in a shielded room
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(to avoid disturbances from or to the normal ambient environment). In addition, for
avoiding parasitic reflections, the shielded room is made “anechoic” by covering walls and
ceiling with RF absorbing materials like ferrite loaded pyramids or tiles, trying to re-create
open field conditions.

Since the early 2000s, an alternative started to develop for testing susceptibility and
emissions in a reverberating chamber. As of today, the anechoic chamber remains the most
widely used test site.
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Fig 3. Mil Std set-up for emission tests. The EMI Receiver is generally located in an adjacent
anteroom.

The EUT is installed on a table with a copper foil top (Fig.3), such as to simulate a typical
military mounting, in an aircraft, armored vehicle or ship, where cables are always laid not
far from a conductive plane or structure. EUT cables are fixed on 5 cm insulating blocks, that
are forcing a fixed height above ground for all the tests to come.

In practice, the measuring instruments are located in an adjacent chamber, such as the
operators and the various peripherals used for the test control (PCs, printers, Video
displays) do not interfere with the measurements.

5.1 Mil-Std 461 emission tests

Mil-461 Emission tests ascertain that equipments installed on a platform, sometimes in
large quantities, will not interfere with radio services on the host system (aircraft, vehicle,
ship etc ..) nor with other systems sharing the same platform or military site.



Conducted emissions limits

The EUT must demonstrate that it does not generate on its external cables (essentially
power leads, but eventually signal cables in certain requirements) undesirable signals above
the limits of Fig 4. Limits are given in voltage (dBuV) picked-up at the measurement port
(Artificial Network). In some specific cases, a limit is given in current (dBuA), measured with
an EMC current probe. Essential features of the test set-up are shown on Fig.3. Eventually
EUT accessories and peripherals that are part of its normal operation are also installed on
the test table.

The artificial network (official name is LISN) is a very important device that simulates a
standard, typical impedance of the power mains, for both CM (Phase + N vs ground) and DM
(Phase-to-N) current paths. This prevents that a same EUT, tested in different places or labs
could show different results because of different impedances of the local site power mains
distribution.
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Fig.4 Mil-Std.461-F CE101/102 limits, for the most severe categories, AC or DC power leads.
For < 10kHz limits are given in current. Curve (1) is for < 1kVA, ships & submarines, (2) is for
28Vdc, Navy & Army aircrafts. For unclear reasons, the limit stops at 10MHz (former issues
A,B,C had CE limits up to 50MHz, a much wiser frequency range).

Radiated emissions limits

The EUT must demonstrate that it does not radiate, by its box and external cables,
undesirable RF fields above the limits of Fig.5, showing the worst severity. The artficial
network is still there, such as the set-up is about the same as for the CE test, except that a
calibrated receiving antenna is installed at 1 meter distance (Fig. 6). The 1m test distance (a
difference with the civilian tests that will be described later) is justified by many typical
military applications where various equipments are packed closely in the carrier.
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Fig.5 Mil-Std 461 RE -102 limits for the most severe categories (Aircraft equipment).

RE-102 test is a severe constraint, since it could require that at 1m distance the EUT does
not radiate more than 15uV/m from 2 to 100MHz, a rather tough goal to reach. If required,
a low frequency Magnetic Field emission (RE-101, 30 Hz-100kHz) is also carried with a loop
antenna at short distance and various orientations from the EUT.
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Fig.6 RE -102 Radiated Emission test set-up. The rod antenna (right) is used for E-field
measurements < 30MHz.

5.2 Mil-Std 461 susceptibility tests

Mil-461 Susceptibility tests ascertain that equipment installed on a given platform will
operate properly in the most adverse conditions of its applications, in the vicinity of its host
system radio/radar transmitters (aircraft, vehicle, ship etc...) or eventually in hostile
environment related to its mission. This includes also immunity to severe transient
phenomena like lightning and NEMP.

Conducted susceptibility limits

The essential CS tests, in frequency domain (CW) or Transient Pulse (Time domain) are
summarized in Fig.7. All these tests are carried with the EUT mounted on the table bench
ground plane, with power supplied through the LISNs, like for emission tests. For transient
phenomena, the test plan must define what is an acceptable degree of EUT malfunction, if it
is for instance a temporary, self-recoverable condition w/o critical consequences.
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Fig. 7 Summary of Mil Std 461CS tests. The BCl tests are a substitution to an actual
illumination of the entire system cables by very strong fields. The levels shown are generally
those of the most severe category.

Radiated Susceptibility limits

The principal RS tests are RS103 and RS105. RS-103 is testing the EUT susceptibility to strong
RF fields, as can be encountered in aircraft, military vehicle or ship environment. Besides the
anechoic chamber, the test requires powerful amplifiers and antennas for creating RF fields
values of 20 to 200V/m. In certain conditions, the procurement spec. may demand a special
immunity to HIRF (High Intensity Radio Fields) as high as 2,000 or 5,000 V/m for pulsed
radars.

Normal RS-103 most severe levels for mission-critical equipments:

Equipment in non metallic aircrafts or navy equipment above deck:

200 V//m, 10 kHz up to 40 GHz if justified.



Airborne equipment in protected areas or navy equipment under deck:

20 to 50 V/m, 10 kHz up to 40 GHz: if justified.

The RS-105 is a very specific test simulating a strong radiated pulse, like a NEMP. The set-up
is different from all the former Mil-Std ones, with the EUT exposed in a parallel plate or TEM
chamber, that is excited by a high voltage pulse to create a 50kV/m field with 3ns rise time
and 30ns duration.

6. Civilian EMC requirements

EMC requirements for consumer and other civilian products are generally harmonized at
International level, such a to avoid un-necessary multiplications of EMC tests when a
product manufactured in country “A” is also exported for sales in countries X, Y, Z. These
international standards are published under the IEC (International Electrotechnical
Commission) authority, and studied/revised by comittees like CISPR (mostly devoted to RF
interference) or specific IEC working groups, as for ESD, Lightning, RF immunity etc...

The compliance of an equipment to its relevant EMC requirements is attested by a
mandatory marking, like CE for conformity to European Norms (EN) or FCC for USA). We will
only review the major requirements that a non-specialist should at least be aware of.

6.1 Civilian Emission Standards

Civilian emission standards are a guarantee that equipments sold and installed for public
use, sometimes in mass quantities, will not interfere with radio services. The most widely
applied requirements are those of CISPR 14 (Household appliances) and 22 (data processing
equipment, soon to be replaced by CISPR 32 covering data processing and also radio, TV and
video devices). Very similar limits are required by FCC part15-B "Low Power, unlicensed
devices” in USA. These conducted and radiated limits, which apply to all equipment using
functional frequencies > 9kHz,are deemed sufficently severe for radio protection in most
critical conditions:

close proximity of the RF souce and victim receivers
low attenuation of surrounding walls
RFI sources / victims sharing the same power mains



More precisely, two classes were defined to control the above user’s installation conditions:

Class B: a situation where source and victim can be as close (but no less) as 3 meters, with
only one separation wall in-between. They may share the same power distribution branch
(Ph and Neutral) with only two power metering devices between them. That is the two
equipments belong to different users, but one can be the next door’s neighbour in a same
building, typical of urban residential situation. This is regarded as a worst case for both
Conduction and Radiation couplings.

Class A: a situation where source equipment is always located in industrial or large
commercial sites, with no private dwellings at less than 30m distance. The facility is
powered by a dedicated step-down transformer that is not shared with private houses.

Accordingly, two corresponding severity levels are assigned for CE (dBuV) and RE (dBuV/m)
limits. Class B limits are the most severe, since this configration carries the highest risk of
interference. As a result, an equipment that meets Class B limits can be used anywhere, w/o
restrictions. Conversely, Class A limits are 10dB more permissive, but an equipment labelled
"Class A” should not be used in residential areas. A note on the equipment case or the
user’s guide must state clearly that “using it in a residential area could cause interferences,
for which the user would be responsible”.

Conducted Emissions(Civilian )

The EUT must demonstrate that it does not generate on its external cables (essentially
power leads, but also signal cables in certain applications) undesirable signals above the
limits of Fig 8. In contrast to Mil-Std 461 CE test, the limit is imposed up to 30MHz, a safe
practice. Essential features of the set-up are shown on Fig.9. The EUT is installed in manner
representative of its normal use (table or floor-standing), with eventually its accessories and
peripherals. Like for Mil-Std testing, an artficial network (LISN) is inserted on the EUT power
leads for both CM (Phase + N vs. ground) and DM (Phase-to-N) current paths.
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Limits for EN 55022 Conducted Emissions. The red line captioned QP (quasi-Peak) is a
relaxed limit authorized for those EUT emissions that are BroadBand (spurious noise with
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Radiated Emissions (Civilian )

The EUT must demonstrate that it does not radiate, by its box and its external cables
undesirable RF fields above the limits of Fig 9. The essential features of the test set-up are
shown on Fig.10. Like for the former test, the EUT is installed in manner representative of its
normal use (table or floor-standing). The EUT set-up is about the same as for the conducted
test, including the artficial network.

While in theory it is supposed to be done on a free-field open test site, the test is generally
performed in a shielded anechoic room. The calibrated antenna is either at a fixed height



(for certain tests), but more generally on a mast that allows a variable height scanning to
find the worst case emissions. For a same reason, the EUT is on a rotating platform, allowing
a 360° scan for searching the maximum radiation pattern.
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Fig.9 EN 55022 Radiated Emissions limits. Both limits are oficially given at 10m. For practical
reasons, they are often measured at 3m, for which a +10dB adjustment is made to the ”B”
limit. For EUT with clock frequencies >108 MHz, limits are extended as follows: 1- 3GHz,
Class A: 56dBuV/m / Class B: 50dBuV/m 3 6GHz, Class A: 60dBuV/m / Class B: 54dBuV/m
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Test set-up for EN 55022 Radiated Emissions in a shielded, anechoic room, with EUT on a
turntable. The antenna (wideband,log periodic) is adjusted in height by an automated
sliding support (mast visible on the right) that allows horiz. /vertical polarization. Photo by
R.Swanberg, courtesy of DLS Electronic Systems. www.dlsemc.com



Remark about CISPR / FCC Radiated Emissions limits

Most civilian requirements have RE limits that start only at 30MHz. The rationale for not
measuring radiated emissions < 30 MHz is two-fold:

a) below 30MHz (corresponding wavelength is = 10m), the radiation from the EUT box itself
is minimal, due to the small size — typically < meter, of its internal elements. The remaining
contributors are the 1/O cables, but their length, too, is limited ( = 1.50m) by the set-up, so
they will not radiate efficently in such set-up.

b) Measuring radiated emissions at 3 or 10m in a limited test space for frequencies < 30MHz
complicates the test, because of a mediocre efficiency of available antennas, the near-field
Radiation conditions of the test etc...

Both a), b) difficulties are solved by the Conducted Emission measurement: the CE limit is
assumed severe enough to grant that the equipment will not interfere with nearby victims,
not only through conduction on power mains, but also because the corresponding cable
currents will not radiate an objectionable field.

6.2 Civilian Immunity Standards

The immunity (sometimes quoted as "susceptibility”) standards are a guarantee that
equipments sold to consumers or industry will not suffer from unexpected failures or
malfunctions from their intended electromagnetic environment. These could result in direct
or indirect prejudices for the users, eventually with harmful consequences, not to mention a
maze of litigations to decide who's fault it was.

The conducted and radiated immunity tests of the most common civilian standards (IEC
61.000-4 series) are summarized on Fig.10. The EUT must demonstrate that it does not
exhibit failures or malfunctions when exposed to these tests levels. The severity levels,
required by the European Directive and corresponding European Norms (EN) of the
CENELEC are depending on the class of equipment and its application, varying from ordinary
consumer appliance up to industrial or medical equipment, where failures and malfunction
could have disastrous consequences.

Concluding Remarks

A few interesting comments can be made when comparing civilian vs Mil-Std EMC limits.
While deemed more severe than civilian limits, the Mil-Std limits are:

for CE tests, practically the same as the class A (less severe) civilian ones



for RE tests, they could appear much more severe (limit about 20dB more stringent than
CISPR 22 class B, and measured at only 1 meter). But the fact that the cables are laid 5cm
above a gnd plane is almost offsetting this difference up to about a few hundred MHz.
Because of this, a commercial off-the-shelf item that passes Class B with a fair margin (2
6dB) may be expected to meet the most severe RE-102. Of course, this does not exonerate
of an actual testing.

for susceptibilty, the Mil-Std tests are generally more severe than the civilian ones, however
some |EC tests like Fast Transient Bursts (61000-4-4) or ESD (61-000-4-2) that are very
severe in the industrial category have no real equivalent in the Mil-461 arsenal.
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Fig.11 Summary of Civilian Conducted and Radiated Immunity tests.

Now, having reviewed the essentials of Civilian and Military testing, readers may wonder
"Now, what to do if we fail the test?”. This will be the subject of another article, but before
addressing this topic, several forthcoming articles will explain and demystify the basics of
EMI conducted and radiated coupling mechanisms. This is a necessary stop-over for
designing an EMC-compliant product, or eventually understand what went wrong and what
to do...






